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Carbon Copy Solution integrates remote control functionality into the Notification Server framework. This provides effective management of remote servers and desktops from within the Notification Server Resource Explorer.

Specifically, Carbon Copy Solution allows you to do the following:

• Browse and connect to clients from a Web-hosted console

• Run remote control, file transfer, voice chat, and remote printing

• Manage the deployment and configuration of clients from a central location

• Monitor events such as connection status, remote utility usage, and security warnings

• Generate predefined Web reports or create customized reports

• Receive emails or perform other notification events when certain conditions occur

How Carbon Copy Solution Works

Carbon Copy Solution is comprised of three distinct pieces:

• Carbon Copy Solution Notification Server Components 

(see “Carbon Copy Solution Notification Server Components” on page 11)

• Carbon Copy Solution Consoles 

(see “Carbon Copy Solution Consoles” on page 12)

• Carbon Copy Solution Client 

(see “Carbon Copy Solution Client” on page 12)
Carbon Copy Solution Notification Server Components

The Carbon Copy Solution Notification Server components provide functionality from

Notification Server. These components allow you to do the following:

• Deploy and configure the Carbon Copy Solution Client 

(see “Deploying Carbon Copy Solution Clients” on page 14).

• Launch the Carbon Copy Solution Web-hosted Console 

(see “Starting the Webhosted Console” on page 23).

• Create reports based on Carbon Copy Solution usage 

(“Carbon Copy Solution Reports” on page 37).

• Take automatic actions when certain conditions exist. This is handled by notification policies

 
(see “Carbon Copy Solution Policies” on page 41).

Carbon Copy Solution Consoles

Carbon Copy Solution includes three consoles: a Web-hosted Console, a Handheld Console, and a Windows Utility Console. Carbon Copy Solution Consoles allow you to remotely control a Carbon Copy Solution Client. Carbon Copy Solution Consoles can connect to any Altiris Carbon Copy product and to Compaq Carbon Copy products (versions 5.0 to 5.5).

The Web-Hosted Console will operate on any Win32 computer with Microsoft Internet Explorer installed. When the console is launched from Notification Server, the console utilities are downloaded from the server to the local machine. The console utilities will remain cached on the local machine. From the console, you can launch any Carbon Copy Solution utility.

The Handheld Console will operate on handheld devices running Pocket PC 2000 or 2002. The console must be installed on the handheld device. 

The Windows Utility Console may also be used to access Carbon Copy Solution clients without requiring additional licensing. The Windows Utility console allows administrators to access clients via TCP/IP or modem connections, as well as run up to 256 simultaneous connections. Unlike the Web-Hosted console, the Windows Utility Console must be installed on the administrative system.

Note The Windows Utility Console is not included in the Carbon Copy Solution installation. You must install the product separately. Refer to the Altiris express Getting Started Guide for additional installation instructions.

Carbon Copy Solution Client

In order to remotely control a client computer, you must have the Carbon Copy Solution Client and the Notification Server Client installed on that computer. The client’s primary functions include communications, security, and event logging. The Carbon Copy Solution Client is installed from the Notification Server. For more information on installing the client, see “Deploying Carbon Copy Solution Clients” on page 14. For information on using the client, see the Carbon Copy Solution Client online help.

Carbon Copy Solution Requirements

Notification Server

Notification Server Version 5.5 (or above)

Carbon Copy Solution requires Altiris eXpress™ Notification Server to be installed

and configured on a least one server.

Carbon Copy Solution Web-hosted Console

• Intel 486 or higher

• Microsoft Windows 95, Windows 98, Windows Me, Windows NT, Windows 2000, Windows XP

• 4MB Hard Disk

• 8MB RAM

• Microsoft Internet Explorer 4.1 or higher

Carbon Copy Solution Handheld Console

• Microsoft Pocket PC 2000 or 2002 (Windows CE 3.0)

• Strong ARM processor

• Microsoft Internet Explorer version 5.0 or later

• ActiveSync 3.1 or higher

Carbon Copy Solution Client

• Notification Server Client Version 5.5 or higher

• Intel 486 or higher

• Microsoft Windows 95, Windows 98, Windows Me, Windows NT, Windows 2000, Windows XP

• 4MB Hard Disk

• 8MB RAM

• Microsoft Internet Explorer 4.1 or higher

Installing Carbon Copy Solution

Before installing the Carbon Copy Solution, please review the prerequisites

information (see “Carbon Copy Solution Requirements” above). The following procedure assumes that you have already installed Notification Server.

To install Carbon Copy Solution on the Notification Server

1 Click Start > Programs > Altiris > eXpress Notification Server > Web Administrator to start the Web Administrator Console.

2 Click on the Solution Center tab.

3 Click on the Helpdesk and Problem Resolution link.

4 Click on the Carbon Copy Solution link.

5 Click the Download Package button to download the Win32 Carbon Copy Client Package.

6 Select the Open the file from the current location and then click the OK button.

7 Click the Finish button to exit the package installation wizard.

8 Click the Next button to continue the installation of the solution.

Installing Carbon Copy Solution Consoles

The Web-Hosted Console is downloaded on demand and does not require physical installation.

The Handheld Console must be physically installed on the Pocket PC device. There are two installation options: manual or eXpress.

Manual Installation Handheld Console

1 Place the handheld device in its cradle. Verify connectivity to the desktop.

2 Copy the Carbon Copy Handheld.msi to any directory on the desktop.

3 Double click the file.

4 Carbon Copy will automatically install to the handheld device.

eXpress Installation Handheld Console

If Carbon Copy is launched from any Altiris eXpress Handheld Console containing a Carbon Copy link, such as the Alert Manager Worker Console, a web page containing

a download link will appear.

Deploying Carbon Copy Solution Clients

Carbon Copy Solution includes two default deployment policies: Carbon Copy Client Install/Upgrade and Carbon Copy Client Install/Upgrade (no reboot). Only one of these policies should be enabled for a particular collection.

When the Carbon Copy Client Install/Upgrade policy is enabled and the client has been deployed, the client machine will automatically reboot. This step is necessary for the client to be remotely controlled in both synchronous and asynchronous remote control modes.

If you do not want the client to automatically reboot, you should enable the Carbon Copy Client Install/Upgrade (no reboot) policy. This policy will only deploy the client. On Windows NT4/2000/XP, the client will accept connections and remote control will run in asynchronous mode only. On Windows 95/98/Me systems, a virtual device driver must be installed for remote control to function. Therefore, the Carbon Copy Install/Upgrade (no reboot) policy still requires a machine reboot in order to run remote control on these clients. 

After a client is rebooted, you will be able to toggle between synchronous and asynchronous remote control modes. Both policies are scheduled to deploy the client as soon as possible. You can also change the client deployment settings to schedule the event at off-peak times.

To enable a client deployment policy

Important Wait at least 5minutes after deploying the Notification Server Client before you perform this procedure.

1 In the Web Administrator Console, click on the Solutions tab.

2 In the left pane, select Carbon Copy Solution > Policies > Carbon Copy Client Rollout

> Carbon Copy Client Install/Upgrade (no reboot) or Carbon Copy Client Install/

Upgrade.

3 In the right pane, select the Enable checkbox.

4 Click Apply.

5 Verify that the other deployment policy is not enabled.

To change client deployment settings

1 In the Web Administrator Console, click on the Solutions tab.

2 In the left pane, select Carbon Copy Solution > Policies > Carbon Copy Client Rollout

> Carbon Copy Client Install/Upgrade (no reboot) or Carbon Copy Client Install/

Upgrade.

3 In the right pane, make the desired changes.

Note In the Carbon Copy Client Install/Upgrade (no reboot) and Carbon Copy Client Install/Upgrade policies the default schedule setting is set to “As soon as possible”. You could change the default schedule to another setting for either or both policies.

4 Click Apply.

To create a policy for deploying the client

1 In the Web Administrator Console, click on the Solutions tab.

2 In the left pane, right-click on Carbon Copy Client Install/Upgrade under Carbon Copy

Solution > Policies > Carbon Copy Client Rollout, and then select Clone.

3 Click on the name of the newly created policy and rename the policy as desired. The default name of the newly created policy is Copy of Carbon Copy Client Install/ Upgrade.

4 Modify the deployment settings as desired. The primary setting you will need to change is the collection to which the policy applies.

5 Click Apply.

To modify client command line settings

1 In the Web Administrator Console, click on the Solutions tab.

2 In the left pane, select Carbon Copy Solution > Policies > Carbon Copy Client Rollout

> Carbon Copy Client Install/Upgrade (no reboot) or Carbon Copy Client Install/

Upgrade.

3 In the right pane, click Go to Program.

4 Modify the command line using the following arguments. An example of the Command Line is: setupccmh.exe -a -q -n -i:"c:\program files\altiris\carbon copy".

5 Click Apply.

Command Line Arguments and Descriptions

Argument 

Description

-a 


Passes along the subsequent arguments. This argument is

required if any other arguments are specified.

-q 


Runs the client installation without user intervention. This

is a default argument.

-n 


Prevents the setup program from rebooting the client

machine after installation. This is a default in the Carbon

Copy Client Install/Upgrade (no reboot) policy.

-i:targetpathname 
Changes the default installation directory to a different

location. Long file names are supported through the use of

quoted strings.

Configuring Carbon Copy Solution Clients

Default Configuration Settings

The Carbon Copy Solution Client contains default configuration settings for communications, security, and event logging. The security settings can be modified through the Carbon Copy Configuration Policy. The communications and event logging settings can be modified locally on the client machine.

Default Configuration Settings and Descriptions

Setting 

Description

Communications 
• Client is enabled to receive connections after installation.

  (Carbon Copy calls this “Wait for Call”.)

• Client is configured to load the Carbon Copy service

  automatically (this is required when using Windows NT,

  Windows 2000, or Windows XP security).

Security 

Client automatically requires logins (authentication through

usernames and passwords). Logins are dependent on the

operating system of the client:

• For Windows NT/2000/XP, all administrator group

  members are allowed connection access.

• For Windows 95/98/Me, a Carbon Copy profile is used. The

  username is “Administrator” and the default password is

  “altiris”.

Event Log 

• The Event Log is automatically started and logging to both

  the Carbon Copy Log and the Notification Server log.

Client Configuration Options

You configure the Carbon Copy Solution Client using the predefined Carbon Copy Configuration policy that allows you to define client security settings. This policy is enabled by default and should remain enabled for your settings to be in effect. Before using Carbon Copy Solution, you should review the configuration settings and make changes as needed. Once configured, you will use the Carbon Copy Configuration Rollout policy to roll the configuration settings to the Carbon Copy Solution Clients.

The following tables describe the client configuration options.

Client User Interface

Allows you to specify whether the Carbon Copy Client icon is displayed in the Windows system tray.

Remote Control

Allows you to specify whether or not remote control sessions will run in asynchronous mode only. When unchecked, both synchronous and asynchronous modes are available.
Global Security

Allows you to assign a password to access selected areas of the client user interface. You can also select whether the client will launch at Windows startup.

Access Password 

Sets the password required to access selected areas in the

client user interface. The password can be up to 18

characters and will appear as asterisks. You must retype

the password for validation.

Access Areas 


Sets the areas where you will require passwords. The

options are Phone Book, User Profiles, Security Options,

and User Interface.

Carbon Copy Startup 

Select the Load Client before the Windows login prompt

option to load the client at Windows startup.

Connection Security

Allows you to specify what occurs on the client when connections are attempted.

Approve Connection:

Never



Connections can be made without client approval.

Approve Connection:

Always



Connections must be made with client approval.

Approve Connection:

Only when Logged In

Connections must be made with client approval, but only

when the client is logged in. Applicable to Windows NT/

2000/XP clients only.

Notify on Connect 

Notifies the client that a console is attempting to connect.

Maximum Number of

Connections 


Sets the maximum number of connections allowed during

a Carbon Copy session. The maximum is 256.

Encryption Security

Allows you to enable data encryption and specify a manual key.

Login Security

Allows you to specify who can connect to the client and how they will be authenticated. Login security requires User Profiles. You can also select various options that safeguard the login process.

Require Logins 


Specifies whether Logins are required or not.

Logoff NT/2000 on

Connect



Forces the console to login to the client when connecting.

Login Attempts 


Sets the maximum number of login attempts before the

connection is dropped. By default, 3 attempts are allowed.

The value can be 1 to 10.

Login 



Timeout Sets the amount of time the console has to login. By

default, console has 30 seconds. The value can be 1 to 60

seconds.

Login Password Length 

Specifies the minimum number of characters required for

a login password. By default, the minimum password

length is 6. Not applicable to Windows NT/2000/XP

logins.

Disable Lockout Security 
Specifies whether Lockout security is disabled or enabled.

Lockout all Systems 

Locks out all systems after exceeding the allowed number

of login attempts.

Lockout Offending

System 



Locks out only the offending system after exceeding the

allowed number of login attempts.

User Profiles

Allows you to create and specify user profiles, which contain user names and password

information. Profiles are required when Login Security is enabled.

Carbon Copy Profile

Creates a Carbon Copy profile that specifies a user name

Creation


and password. You must retype the password for

validation. Applies to Windows 95/98/Me clients only.

Windows NT/2000/XP

Allows connections to an existing Windows NT/2000/XP

Group Selection


Group, such as Guest or Power Users. Applies to

Windows NT/2000/XP clients only.

Carbon Copy Solution Client Configuration Rollout

Whenever you make changes to the Carbon Copy Solution configuration, you need to roll out those changes to the Carbon Copy Solution Client. Carbon Copy Solution includes the predefined Carbon Copy Configuration Rollout policy which is used to roll out configuration changes. By default, this policy is enabled. It applies to the installed Carbon Copy Client collection. It is a scheduled event.

Important If you delete the Carbon Copy Configuration Rollout policy, you will be unable to rollout configuration changes to the Carbon Copy Solution Client. To get the policy back, you will need to reinstall Carbon Copy Solution or recreate the policy using Altiris SW Delivery solution, if you have it installed.

To enable configuration rollouts and make other changes

1 In the Web Administrator Console, click on the Solutions tab.

2 In the left pane, select Carbon Copy Solution > Policies > Carbon Copy Client Configuration > Carbon Copy Configuration Rollout.

3 In the right pane, make the desired changes. Only the policy name, policy description, whether the policy is enabled by default, this policy is enabled, and the collection to which the policy applies can be changed.

4 Click Apply.

Uninstalling Carbon Copy Solution Clients

Carbon Copy Solution includes two default uninstall policies: Carbon Copy Client Uninstall and Carbon Copy Client Uninstall (no reboot). Only one of these policies should be enabled for a particular collection.

You can uninstall a limited number of clients or the entire collection of installed clients. If you want to uninstall a limited number of clients, you must first filter out the clients that will be uninstalled from the NS Clients Requiring Carbon Copy collection. This will prevent a new installation of Carbon Copy at the next scheduled deployment. You must then create a custom collection containing the clients to uninstall. For information about modifying collections, see the Altiris eXpress Notification Server User Guide.

If you want to uninstall all installed clients, you should disable all Carbon Copy Client Deployment policies. This will prevent a new installation at the next scheduled deployment.

To enable the client uninstall policy

1 In the Web Administrator Console, click on the Solutions tab.

2 In the left pane, select Carbon Copy Solution > Policies > Carbon Copy Client Uninstall > Carbon Copy Client Uninstall (no reboot) or Carbon Copy Client Uninstall.

3 In the right pane, select the Enable checkbox.

4 In the right pane, select the collection containing the clients to uninstall. This should be a custom collection to uninstall a limited number of clients or the Installed Carbon Copy Clients collection to uninstall all clients.

Note If you are uninstalling a limited number of clients, you should also change the default schedule to a different setting from Carbon Copy Configuration Rollout policy.

5 Click Apply.

6 Verify that the other uninstall policy is not enabled.

To change client uninstall settings

1 In the Web Administrator Console, click on the Solutions tab.

2 In the left pane, select Carbon Copy Solution > Policies > Carbon Copy Client Uninstall > Carbon Copy Client Uninstall (no reboot) or Carbon Copy Client Uninstall.

3 In the right pane, make the desired changes.

4 Click Apply.

To modify command line settings

1 In the Web Administrator Console, click on the Solutions tab.

2 In the left pane, select Carbon Copy Solution > Policies > Carbon Copy Client Uninstall > Carbon Copy Client Uninstall (no reboot) or Carbon Copy Client Uninstall.

3 In the right pane, click Go to Program.

4 Modify the command line using the following arguments. An example of the

Command Line is: unsetup.exe -q -n.

Argument 

Description

-q


 Runs the uninstall without user intervention. This is a default

argument.

-n 


Prevents the uninstall program from rebooting the client

machine.

5 Click Apply.

NOTES:

